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ABSTRACT

The SITM (See-In-The-Middle) proposed in CHES 2020 is a methodology for side-channel assisted differential
cryptanalysis. This technique analyzes the power traces of unmasked middle rounds in partial masked SPN block cipher
implementation, and performs differential analysis with the side channel information. Blockcipher GIFT is a lightweight block
cipher proposed in CHES 2017, designed to correct the well-known weaknesses of block cipher PRESENT and provide the
efficient implementation. In this paper, we propose SITM attacks on partial masked implementation of GIFT-128. This attack
targets 4-round and 6-round masked implementation of GIFT-128 and time/data complexity is 2'*0'/2'01 216916 In this
paper, we compare the masterkey recovery logic available in SITM attacks, establishing a criterion for selecting more
efficient logic depending on the situation. Finally, We introduce how to apply the this attack to GIFT-COFB, one of the
finalist candidates in NIST lightweight cryptography standardization process.
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Fig. 1. 2-rounds of GIFT-128(GS is S-box).
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Fig. 2. Example of GIFT-COFB encryption(|M|=|A4|=256, | T|=128).
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Fig. 3. 8 differential trails of GIFT-128. Paths of different colors are different differential trail. A, B, C
and D represent the difference. From left to right, it is a T1 to T8 differential trail.
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Table 1. For each (A, B, C, D), the
experimental results of the algorithm for finding
plaintext and the key recovery algorithm.
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Table 2. Our results of the SITM attack
complexity on GIFT-128.

Section Depth Time Data Memory
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4.3.1 - -

4, 5 216 216 25
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4.3.2
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Fig. 7. The area of GIFT-COFB SITM attack.

Table 3. Our results of the SITM attack
complexity on GIFT-COFB.

Depth Time Data Memory

3 4 9l401 91401 95
GIFT-COFB

4‘ 5 216 216 25
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